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Debate Kit: Privacy
Should mobile phones be always listening?
A structured practice debate on a controversial topic.

The different ‘rounds’ of the debate help students think through the issues and reconsider their opinions.
The structure also shows them how to build a discussion and back up their opinions with facts.

( I
You can use all eight characters Characters
g_ ’ | Yes — Mobile phones should be always No — Mobile phones should not be
or fewer, as you wish. listening always listening
The minimum is the four essential | « simon Adeyemi — Phone developer » Jake Beecham — Year 10 student
characters (in bold), this gives * Aarni Nylund — Grandmother * Alberta Feynman — Security consultant
two for and two against. * Helen Ade — Taxi driver * Min Liang — Privacy campaigner
* Wesley Grady — Technology enthusiast * Rory Travers — Former shopaholic
Facili . . \ /
acilitation tips
» Ensure pupils know there is no right or wrong answer. -
* Be obseprvznt of ones who want t?) speak ang are not getting a chance LGk RS e (O T
. P . > NOLg g ’ can be used with ages 1I-18.
» Encourage students to give a reason for their opinions. J

For groups who may need extra support you can put the following prompt sentences upon the board:
“I think we should/ shouldn’t have phones always listening because...”
“I'think .................. is the most important point to think about.”

¥llearninglnotes, N

Learning objectives: | Other learning outcomes: | Curriculum points covered:
* To practise discussing » Consider economic, social and Working scientifically
and debating issues and ethical issues in an integrated * Appreciate the power and limitations of science
expressing an opinion. way. and consider ethical issues which may arise.
« Understand the economic, | * Think about different points of * Explain everyday and technological
social and ethical issues view. applications of science. ®
around advancing « Evaluat iated | ial
® technology and data * Learn to back up opinions with e(\:/gnlgﬁcai;s&ci:ézt?onps)ersona » Socal,
processing. facts. ’
» Make decisions based on the evaluation
« Develop scientific literacy » Write a 6-mark exam-style of evidence and arguments.
by asking and answering evaluation. S ) ]
questions. » Evaluate risks in the wider societal
i‘%*‘ context, including perception of risk.
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Simon Adeyemi -
Phone developer

The people | work with spend our time trying to make
people’s lives better, with technology. Our customers
want voice-activated technology. It's so much easier and
more natural to give voice commands than to read a menu
and click or type. We need to learn to navigate menus, but
speaking is how we communicate in real life! Spoken human
language started developing at least 100,000 years ago -
possibly 2 million years ago, but for most of human history,
most people couldn't read or write.

Fact: 1 in 5 adults in the UK can’t read or write well.

Issue: If a microphone isn't always-on, then your device
can't be voice-activated. You have to manually switch it on.

Question: Why stop developing Irma
technology that works with how
our brains work?

-

Min Liang -
Privacy campaigner

Research shows that people are bad at making privacy
decisions. Probably because it’s hard to understand the
long-term consequences. | think privacy is a ‘public good’,

not just an individual right. If workers can't talk privately about
the company they work for, then they can’t organise for
workers’ rights. If citizens can't criticise the government
privately, then we don’t have freedom. | think we need to protect
our democracy with laws that protect people’s privacy.

Fact: Current law allows 48 UK authorities to access a
record of websites you have visited in the last year. They do
not need a warrant for this information.

Issue: If people don't need a warrant, they may abuse their
right to access your information.

Question: The law protects
people by making drugs illegal,
and drink-driving, and lots of
other things. Shouldn’t the law

/’

\")

protect privacy too?

-

Alberta Feynman -
Security consultant

| advise people on keeping their data and money safe. |
think microphones that are always on are a terrible idea.
How much do you trust the people who made the device? They
say it's only listening sometimes, but what's to stop it recording
all the time? And what happens to that data once they've got it?
The recording gets sent to a web server to be interpreted, and
anything that is sent to servers can be intercepted or hacked.

Fact: Payday loan company Wonga had a data breach in 2017
where 250,000 people's financial information was leaked.

Issue: The things you might say when your phone is near can
reveal your thoughts, who you're ‘talking to’, your habits, when
you go on holiday and your house is empty...

Question: Have you ever said
anything that you wouldn't want
some people to know you've said?

Jake Beecham -
Year 10 student

My parents are really strict. When they gave me a new
phone for my birthday, they insisted | had a tracker
app on it. What | didn’t know was that it also recorded me
some of the time! They misunderstood a joke | had with

my mates and were convinced we’d done loads of stuff

we hadn'’t. | got grounded for three months. It’s not nice to
realise you've been spied on, and it’s not right that my mates
were recorded just because they were near my phone.

Fact: The UN convention on the rights of the child says
that children have a right to privacy.

Issue: | didn’t know | was being listened to, but | was.

Question: Why can't this
technology be more honest?
Why isn’'t there a red light that
tells you when the microphone

\ )

is recording you?
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Aarni Nylund - Helen Ade -
Grandmother Taxi driver
I’m driving for 45 hours a week, often on busy roads, in

I'm 83 and | can't learn new things as easily as | used to.

I have arthritis in my hands and my eyes are failing. rush hour, or on fast Fiual carriageways. The voice assistant

When my husband died | became quite isolated, but getting onmy phgne has its m'crof)hone on, all the time, So, that When

a voice-activated smartphone has changed my life. | can | talk to it, it hears and can wa.ke up and follow my instructions.
| can turn on the satnav, get directions to new addresses, or

keep in touch with my family in Finland, | can shop on the . j )

. . ; , warnings of accidents and traffic news. | can also change the

internet, | even play scrabble with my grandchildren. I'm no . ,
music, check my calendar, or text my husband to say I'm

longer alone. running late, all without risking an accident. It's a godsend!
Fact: 11% of pe0p|e over 75 have a visual impairment_ And Fact: Between 2006 and 2010, mobile phone use contributed
16% struggle with co-ordination or fiddly tasks. to 1,690 road accidents where people were injured. 110 of

these accidents were fatal.
Issue: If | can just turn on my phone by talking to it, I'm
liberated. | can't manage to switch it on and enable the
microphone by hand.

Issue: Voice-activated devices are much easier and safer
to use in any situation when you can't easily look at a
screen or use your hands.

Question: Why ban a technology
with so many benefits, just

® because of possible privacy
issues? Why not just make it
secure instead?

Question: Why should my

P freedom be taken away because
of your fears of things that

might not happen?

\ )
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Wesley Grady - Rory Travers -

Technology enthusiast ‘ ’ Former shopaholic

=)

| love modern technology. Today we can look up
anything by just speaking into a device, talk to people
on the other side of the world, and cure all sorts of
diseases with modern medicine. There are fantastic
things online like Facebook and Google, provided for FREE,
so anyone can use them. I'm totally happy that | give up a

| kept spending money | didn't have, and ended up in a
lot of debt. | know it was my own fault. But the constant
advertising we are surrounded by doesn't help. Adverts
tell you you'll be happy if only you have this thing they are
advertising. | wasn't happy, but | wanted to be. If your phone
is always listening, they could show you ads for exactly what

bit of my privacy, so that providers can gather data about you've just been talking about. Social networks say they
me and make money from advertisers. | even like having don't do that at the moment. But I'm pretty sure they will
targeted advel‘ts, at least it’s ads for thlngS | m|ght want to buy one day | don't want to be manipulated any more.

Fact: In 2016, Facebook made £20 billion in advertising,
and spent about £6 billion on research and development.

Fact: It's estimated that we are exposed to about 3,500
adverts every day.

Issue: Free things still have to be paid for somehow. Issue: If advertising didn't get people to buy things,

Question: How would all these o companies wouldn't spend so much money on it. o

great things online be paid for,
@ | if they don't make money from
advertising?

\ )

Question: Do you think social

o networks have your best
interests at heart? Or do they
/‘ just want to make money off you?

Y




